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Does your organization ...

... work with or advocate for sensitive populations,

... work with or advocate for minors, or

... help people with financial, health, or educational matters.

If so, security must be a core part of your mission.

While it’s difficult to maintain total security on a nonprofit budget, here are quick and low cost
ways to ensure basic security. These include:

Multi-factor authentication

Outsourcing to a cloud provider

Device-level encryption for laptops and phones

Frequent software updates

Malware filtering

Run a scan of your domain using a penetration testing tool like pentest-tools.com
Making sure your staff is educated about the risks, knows not to download attachments
from an unknown sender, and can recognize common phishing techniques, like these
(and if you don’t know why these look suspicious, NOW is the time to find out)
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Examples of common phishing techniques:

i Fatnck Callinan Jordan McCarthy

FW: {SecureMessageAtt)eFile Received -SCANNEDDOCOO000002313

Looks suspicious.

From: _Shar~File <Liz@primaconstruction, nets
Sent: Monday, May 14, 2018 10050 AM
Subject: {SecureiMessageattlefile Received -SCANNEDDOCOO000002313

File Type - PDF : Size -710 KB

View your message Here DOWNLOAD To View Attachment, Sign in using your
recelving email




Ooops, your files have been encrypted!

‘What Happened 1o My Computer?
¥oar engertant flles sre sncrypoed
Many of vour doeruments. plofos. videos databases sl other Mg are no booger
sccwerible becaase thery have bean sncrypted. Maybe you bre bury locking for s way to
recover your Ml bl 4o st washe your tms. Nabedy can recoves your Mlss witheut
our decTyption pervice

Can | Recover My Files?

Sare. W fusrantes that you can mecover all pour fled wafely and auiily. But you have
ROl i Enough Hme

Wou can decrypt soeme of your flles for Bree. Tey now by clicidng < Decrypts

Bt i yom wasd o decrypt all your flles. you need to pay

Vo anly buve 3 days o submit e payment Afer (2t the price willl be doubled
Alsa, if yous don't pay in T days. you won't be able 10 recover your files fonever

W will have free svents for wiers wio ane 50 poor tat they coulds T pay in & month

How Do | Pay?

Pasymaenl i3 sccepied in Bitceis oaly. For more informanias, ciick <Absut bitrols
Pliads chach the current price of Bacods and bay soms bitceind For more informarion
click <How to buy biooins

And seed the cOrrect amoulit b3 the sddreis ipecified in this window

Afver your payment. click <Check Payment>, Beat time bo check: #.00um - 11 00am
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Update status

Updates are available,
= 2018-05 Cumulative Update for Windows 10 Viersion 1709 for x64-based Systems
(KB4103727)

Status Awaiting restan

= M18-05 Security Update for Adobe Flash Player for Windows 10 Version 1709 for xB4-
based Systems (KB4103729)
Statur Awaiting restan

View installed update history

Your device is at nsk because it's out of date and missing important security and quality updates.
Let’s get you back on track 20 Windows can run more securely. Select this button to get going:

Restart now

Tools to help monitor risks:

Much of the software available from these sites isn’t necessarily free, so you need to read the fine print
closely to make sure you're not downloading a “free trial.” However, software on these sites should
generally be legitimate and non-malicious, because any software that does display nefarious tendencies
is promptly kicked off of these indexes. All of these indexes are primarily search-driven, so you need to
have some idea of what you’re looking for to get much use out of them.

https://download.cnet.com/windows/
http://www.tucows.com/downloads
https://sourceforge.net/directory
https://www.pcmag.com
https://www.capterra.com/categories

Another good resource: Idealware extensively reviews software across a wide range of nonprofit needs
and use cases; there’s a list of different categories of tools with links to the relevant reviews.

Nonprofit Montgomery would like to thank our partner Tech Impact for leading this event.
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